Smart ID User Manual

Thank you for using the Smart ID product. This user manual will guide you to

adventure the wonderful features of the product.

1. How to install Smart ID software

Insert the Smart ID dongle.

Get the SmartIDInstaller software. Double click the execution file.

SmartIDinstaller

Follow the process of the installation step by step.

(©) Smart-1D X ‘

Disclaimer

Important Notice: Please remember to back up all of your encrypted files in
unencrypted form before you re-install this computer or reset this computer back to
factory settings!

Cancel Submit

If you did not plug in the dongle, the following message will pop up. However, you

can choose “Ignore” to proceed.

Smart-ID X ‘

Can not find any fingerprint dongle!

please plug in your fingerprint dongle to proceed...

Retry Ignore




After installation, the Smart-ID program will be launched. Also, you can find the

program link on desktop.
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You can also find the program in the shortcut area after the program executed.
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Main panel of the program.
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If you have Chrome installed, the following Smart-IDWebAutoLogin program should

be install.
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Please install and enable the addon program.
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Attention: when the |IE browser launched first time after installation, the following

message will pop up. Please choose “enable”.

The 'WebAutolLoginBHO Class’ add-on from "Altrump Technelogy Inc.’ is ready for use. Enable Don't enable
“ ” . . . .
Or, you can check the “Manage add-ons” by clicking the setting icon of IE.
= X
Print >
File >
Zoom (150%) >
Safety >
Add site to Apps
View downloads Ctrl+)
Manage add-ons
F12 Developer Tools
Go to pinned sites
Compatibility View settings
Internet options
About Internet Explorer
Please make sure the WebAutoLoginBHO program has been activated.
Manage Add-ons
View and manage your Internet Explorer add-ons
Add-on Types Name Publisher Status Architecture  Load time Navigation ...
fi i
@®: Toolbars and Extensions {Notiverthed) TTaolshk
BHOImpl Class (Not verified) iTools.hk Disabled 32-bitand ... (0.01s)
2~ Search Providers
) Altrump Technology Inc.
Ii'] Accelerators WebAutoLoginBHO Class Altrump Technology Inc.  Enabled 32-bit 0.02s 022s
@© Tracking Protection EVERNOTE CORPORATION
Evernote extension EVERNOTE CORPORATION  Disabled 32-bitand ...
<h Google Inc
how:
SR o~ Google Toolbar Google Inc Enabled 32-bitand.. 0.01s 0.00s
Gooale Toolbar Heloer Gooale Inc Enabled 32-bitand .. 0.00s
WebAutolLoginBHO Class
Altrump Technology Inc.
Version: 1.0.047 Type Browser Helper Object
File date: Wednesday, August 9, 2017, 10:23 AM Search for this add-on via default search provider
More information
Disable
Find more toolbars and extensions..
Close

Learn more about toolbars and extensions




2. How to enroll your fingerprint

Click the “Fingerprint Maintenance” function on the main panel.
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Choose which finger you will enroll. For example, the middle finger.

I (@ Fingerprint Enrollment ><
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Select a finger to enroll.

\f Fingerprint Management tl ( Finish

Follow the instruction on the screen.
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Press your finger.

Fingerprint
Enrollment

Press your finger on the
Smart-ID fingerprint sensor
up and down for 18 ~ 20
times by following to the
instructions.

You are suggested to
change the angle of your
finger during the
enrollment to finish the
fingerprint enrollment
successfully.

Fingerprint Enroliment
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Lift and touch again

Fingerprint
Enrollment

Press your finger on the
Smart-ID fingerprint sensor
up and down for 18 ~ 20
times by following to the
instructions.

You are suggested to
change the angle of your
finger during the
enrollment to finish the
fingerprint enrollment
successfully.

After finishing, the finger you enrolled will be check.

I(@) Fingerprint Enrollment
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Select a finger to enroll.
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You can check the list of the fingerprint database by clicking the “Fingerprint
Management function on the Fingerprint Enrollment window.

I@ Windows fingerprint database ><

The list of enrolled fingerprint templates. Delete

[ Fingerprint Data

[J SmartID right index finger
[J Smart-ID right middle finger
[J Smart-ID right baby finger




3. Backup and Restore Private Key

A private key is a random string of bits created explicitly for scrambling and
unscrambling data. Private keys are designed with algorithms intended to
ensure that every key is unpredictable and unique. Once Smart-ID been
installed or reinstalling Windows, a new private key will automatically be
generated. Strongly recommend that user backup the private key when
installing Smart-ID. It will prevent the private key mismatching from reinstalling

Windows.
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Back and restore private key for file encryption/decryption.

First, click the “key” icon on the right down corner. The following “Backup And

Restore” window will be popped up.

”@ Backup And Restore
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Import Private Key Export Private Key




Export private key: Please select “Export Private key” to back up.

”@ Export Private Key

Choose export path:

\C: ¥Users¥mrmaa¥ Documents ‘

Export file name:
’DESKTOP- DMé&J4J4_mrmaa_201708311463329. dat ‘

Setup password:
KKK |

Confirm password:
KKK |

Select the path where to store the private key. Enter the file name or you can use the

default one. Set the password to protect the private key.

)

Finish

Export finish successfully.




Import private key: Please select “Import Private key” to restore.

“@ Backup And Restore

Import Private Key Export Private Key

Note: Restore private key will overwrite the existing private key. If you had already

encrypted files, please backup the existing private key before restoring.
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Backup Existing Private Key

In order to avoid the existing private key been
overwritten, please backup existing private key first.

(Backup private key> (Impoﬁr Private Key)

Select the private key file you backed up. Enter the password you set before.

”@ Import Private Key

Choose the backup file to import:

|C:¥WIN DOWS¥sys’rem32¥c0nﬁg¥sys’remproﬁle¥DOCL|

Enter password




4. File/files encryption/decryption.

You can select file/files to encrypt. After selecting the file/files, click the right button
of the mouse and select the “Smart ID Encryption” feature.

3D Print with 3D Builder

Name Edit

%) 360.iA Print

= amo3 Rotate right |

&/ Image, Rotate left r
Cast to Device -

Move to Dropbox

. Convert to PDF in Foxit PhantomPDF

¥ Scan

@ Shred
Open with >
Add to a shared album >
Share with >

B Add to archive...

B Add to "Image_c2f68a6.rar"

B Compress and email..

B Compress to "Image_c2f63a6.rar" and email

@ Entree Smart ID Encryption
< Entree Smart ID Encryption For Share

Restore previous versions

The file/files will be encrypted as the following.
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Pinto Quick C Delete New Properties
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% Downloads
5 Documents
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If you want decrypt the encrypted file, just double click it. The fingerprint validation
window will pop up. The validation can be done by fingerprint or Windows login
password.



Press your finger to validate.

Please input Windows login password




5. Password Manager

Select the “Password Manager” feature on the main panel.

Smart'”@ » Welcome to Smart-ID

T
(@) =
=) 2
Password Security Zone Fingerprint
Manager Maintenance

ENOR

The following the management panel will pop up. You can click the “New account”

button to add the web site/social media account.

[0 T

Right click mouse button at the selected item to see more editing features

The following IE browser/Chrome will pop up. You can login the web site you would
like to add. For example, Facebook. Once you finished the account and password



information and click “login” button, a dialog window will pop up.
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You could add more web accounts by following the below procedure.

~~aihvAnle Arm
G\
\
\
\
\

Then, you can check the web site management window, the Facebook will be added.



[0) bio

| Facebook -maﬂ.com)

Right dick mouse button at the selected item to see more editing features

You can do “Login”, “Edit”, or “Delete” by clicking the right button of your mouse on
the list.

. Facebook (f
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Right dick mouse button at the selected item to see more editing features




6. Security Zone

You can specify a folder as the security zone. Once a file was copied into the folder or
created in the folder, it will be encrypted automatically. You could drag and drop a
file/folder into the “Security Zone” icon directly. Even, you can open a file by double
clicking the file. After editing and saving the file opened, it will be encrypted

automatically.

Select “Security Zone” feature on the main panel.
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The following folder-specify window will pop up.

[ (@) Security Zone Maintenance ><

( Add Delete

There is no security zone




You could click the “Add” icon and the zone specify windows will pop up.

I (@) Add new Security Zone ><

Select or enter the main path
| |E

Subfolder name

[MySecurltyZone

( Add ) ( Cancel

Click the rightest button in the path specify area. The following path specify window
will pop up. Then, you can select the path of the security folder.

Browse For Folder X

Select security zone folder

| Desktop ~
£3 Dropbox
@ OneDrive
& MT Chang
B This PC
1 Libraries
@ Network
*& Homegroup
Demo
MySecurityZone
v test
abc
abel
MySecurityZone
Patent
test]
Test2
usbdeview-64

Folder:  [test

Hoke New Foldr o] cone

Then, specify the Security Zone folder name in the Subfolder name.

I (@) Add new Security Zone X

Select or enter the main path
[cnuSers\mtchI\Desktop\test I(=)

Subfolder name

\MySecurityZone ‘

Add ) ( Cancel )

You might leave the Subfolder name area empty.



All the files in the security folder will be encrypted automatically.
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